
Okta Password Reset 
 
Okta supports the ability to change your Okta password or even unlock your account, from 
one easy to use location. It also can assist you in resetting a forgotten password should the 
need arise.  
In all, Okta supports these devices: 

• Desktop Browser (Chrome, Firefox & IE) 
• Mobile app (iOS only) 
• Mobile Browser (Safari & Chrome) 

Supports the following methods: 
• Resetting on your own 

o Browser (Chrome, Safari, Firefox, IE) 
• Forgotten Password 

o Email Reset URL 
o SMS Text PIN 
o Voice Call PIN 

• Account Unlock 
o Email Unlock URL 
o SMS Text PIN 

 
Okta supports the ability to reset a forgotten password and/or unlock your account.  If using the recovery 
method, this can only be done if you have enabled Email, Voice and/or SMS text Self-Service options within 
OKTA.  This is not required if changing your password without recovery. 

 
Okta provided the ability at sign up when first creating and registering your account.  If these were not enabled at 
that time, you can update these in the Okta settings page. 

 

Enable Self-Service (Forgotten password or locked account) Options 
 

 
While in the Okta dashboard, click the small 
down arrow by your name to reveal “Settings” 
option. Clicking this will take you to the Settings 
page of Okta. 
 
 

 
Before you can edit the settings boxes, you 
may be required to click the green “Edit 
Profile” button and/or validate your 
password again. 
 
 



 
These are extra precautions taken 
depending on where you are accessing 
Okta from, how often you edit your 
settings and the length of time you last 
edited your settings. 
 

 

Setting up: Challenge Question 
 

To setup or change your challenge question, 
on the right side of account settings page, 
scroll down to locate the “Forgotten 
Password Question” settings box. 
 
 

 

Click the “Edit” button to allow editing the challenge question and answer. 
 
You can select the “Question” drop down to 
reveal the pre-built question list, or you can 
use the last option to create your own 
custom security question. 
 
Ensure your answer to the built-in or 
custom question is something not easily 
guessed or found through social media. 
 
In this example, I’ll choose to create a 
custom question for maximum security and 
flexibility for myself. 
 

 
Once chosen and answered, simply click 
“Save” to save the changes. 
 



Note: Help Desk is not able to reset or view your question or answer. If the answer is forgotten and you are 
not able to access Okta, you will need to have the help desk reset your password first and come back into 
Okta and change/update your security question and/or answer. 
 

Setting up: Email Address SSPR 
On the left side under Personal 
Information, you have the option of 
setting a Secondary Email address. We 
recommend updating this to a personal 
email address which Okta will only ever 
send a recovery PIN code that you 
request. Using your Magellan email is not 
recommended, as you may lose access to this 
email if your account is locked or password 
forgotten.  
 
If you click “Edit” to the right of Personal 
Information, you can then put in an 
email address or update an existing one 
for Secondary Email. Once you enter an 
email or update an existing one, click 
“Save” and Okta will send a confirmation 
email to that email address to verify you 
own and have access to that email, 
before allowing you to use the email 
reset option.  

 
 
 

Example of the validation email. To 
validate, simply click the link or copy 
and paste the URL into a browser. 

 



You should see a success message like the one 
below after clicking the URL or copying and 
pasting into a browser: 

 
 
Setting up: SMS Text SSPR 

 

To update your SMS Text SSPR, on your Okta 
account settings page, click “Edit Profile”, and 
then can scroll down the page and on the right-
hand side, you’ll see “Forgot Password Text 
Message” 

 
 

If you click “Edit” in this settings box, 
you’ll be presented with pop up 
settings box to type in an SMS Text 
number. 

 
Select your Country (if needed), and 
type in your phone number you wish 
to use. Okta will never contact you on 
this number unless you request SMS 
option for password reset recovery. 

 
Type in your phone number and 
click “Send Code”. 
 

 
 

 
Okta will then send your phone a One Time Passcode 
(OTP) to your phone to validate you own that number. 
 
When you receive the text message (may take up to 15 
minutes depending on your carrier), type that passcode 
and click “Verify”. Okta will display “Phone number 
successfully verified!” message if successful. Once 
verified, you can click “Done”. 



Setting up: Voice Call SSPR 
 

 

On the Okta account settings page, click “Edit 
Profile”, then you scroll down and on the right-
hand side, you’ll see the “Forgot Password Voice 
Call” settings box. 

 
 

 

 

Select your Country (if needed) and type 
your phone number (and extension if 
needed) you wish to use and click “Call” (Cell 
phone or Landline are supported including 
the use of an extension). 

 
You will receive a phone call shortly after 
clicking “Call” that will say: “Hello. Thank 
you for using the Phone Verification 
system. Your code is…” 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
Type your verification code into the “Enter 
Code” box and click Verify. You should then 
see the message “Phone 
number successfully verified!” You can click 
“Done” when finished. 



Resetting Password – Desktop and Mobile browser 
 

Please Note: while you can change your password from your mobile browser, it can be difficult due 
to the screen size and page rendering oddities that can occur between Android or iOS versions and 
the various browsers available. If may not be possible to reset your password on mobile depending 
on these possibilities but are mentioned in this guide for completeness and convenience. If you 
experience issues with a mobile browser, we recommend trying a different one. 

 
Okta does not support the use of using Okta apps via the mobile browser method and the mobile 
app should be used instead. This is only for password resets. 

 
 
 

 
 

Before you can edit the 
settings boxes, you may be 
required to click the green 
“Edit Profile” button and/or 
validate your password again. 

While in the Okta dashboard, click the small down arrow by your 
name to reveal “Settings” option. Clicking this will take you to the 
Settings page of Okta. 

 
 
 

 

 

These are extra precautions taken 
depending on where you are accessing Okta 
from, how often you edit your settings and 
the length of time you last edited your 
settings. 



On the top right-side, you should see 
the “Change Password” settings box. 
To change your password, you can 
simply type your current password, 
enter your new password, repeat your 
new password again and finally, click 
on “Change Password”. If successful, 
you should see the “Successful changed 
password” confirmation. 
 

 

 

 

This changes your Okta password as well as your Active Directory password (The same 
password used to log onto your workstation). 

 
You may see the error below if your password does not meet the minimum requirements: 
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